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Abstract  

The Equifax data breach and the WannaCry ransomware attack represent two of the most 

significant cybersecurity incidents of recent years. In Equifax, one of the largest credit 

reporting agencies in the world, suffered a massive breach that exposed the personal data of 

approximately 147 million individuals. Hackers exploited a vulnerability in the Apache Struts 

web application framework, which had not been patched despite a publicly available fix. The 

breach raised critical concerns about data security, third-party risk, and the responsibility of 

organizations to safeguard sensitive information. Simultaneously, the WannaCry ransomware 

attack, which spread globally in May 2017, encrypted users' data and demanded ransom 

payments. This attack exploited a vulnerability in Microsoft Windows, which had been 

disclosed by the National Security Agency (NSA) before being leaked by hackers. Both 

incidents highlight the evolving nature of cyber threats and the vulnerabilities within critical 

infrastructure and personal data repositories. This paper investigates these attacks, examining 

their causes, impacts, and the responses taken by affected organizations. It also explores 

lessons learned and offers recommendations to mitigate future risks in the face of such 

sophisticated threats. 

Keywords: Equifax data breach, WannaCry ransomware, cybersecurity, ransomware attacks, 

data protection. 

 

Introduction  

The rise of cyber threats over the last 

decade has posed significant challenges to 

businesses, governments, and individuals 

alike. Among the most impactful cyber 

incidents in recent years are the Equifax 

data breach and the WannaCry 

ransomware attack, both of which exposed 

vulnerabilities in global systems and 

caused widespread financial and 

reputational damage. These two events 

serve as a wake-up call to organizations 

worldwide regarding the critical 

importance of cybersecurity measures and 

data protection protocols. 

The Equifax data breach, which was 

discovered in July 2017, resulted in the 

exposure of sensitive personal data, 

including Social Security numbers, birth 

dates, addresses, and, in some cases, 

driver's license numbers. This breach 

affected approximately 147 million 

individuals, making it one of the largest 
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breaches in history. Equifax’s failure to 

apply a security patch to an Apache Struts 

vulnerability, despite a fix being available 

for over two months, highlighted the 

critical risks associated with third-party 

software and patch management. 

In parallel, the WannaCry ransomware 

attack shook the global community in May 

2017, affecting hundreds of thousands of 

computers in over 150 countries. The 

ransomware exploited a vulnerability in 

Microsoft Windows, specifically the 

SMBv1 protocol, and encrypted files on 

affected machines, demanding a ransom in 

Bitcoin for their release. The attack 

disrupted critical services, including 

hospitals in the United Kingdom, and was 

a stark reminder of the risks posed by 

outdated software and inadequate patching 

processes. 

Both the Equifax breach and WannaCry 

ransomware attack illustrate a growing 

trend of cyberattacks that target 

vulnerabilities in widely used software and 

systems. The sophistication of these 

attacks and their far-reaching impacts 

underscore the need for organizations to 

adopt more proactive cybersecurity 

practices. This paper explores the causes 

and consequences of these two incidents, 

compares their nature and impact, and 

offers insights into how such breaches 

could be prevented in the future. 

Equifax Data Breach 

Equifax, a consumer credit reporting 

agency, faced one of the largest data 

breaches in history, compromising 

personal information of millions of people. 

The breach occurred when cybercriminals 

exploited a vulnerability in Apache Struts, 

a popular web application framework. This 

vulnerability had been identified and 

patched months before the attack, but 

Equifax failed to apply the fix in time, 

leaving their systems open to exploitation. 

This breach exposed personal data, 

including names, birthdates, Social 

Security numbers, and addresses, raising 

concerns over identity theft and fraud. 

WannaCry Ransomware Attack 

In May 2017, the WannaCry ransomware 

attack spread rapidly across the globe, 

infecting over 200,000 systems in 150 

countries. The ransomware encrypted files 

on vulnerable Windows machines, 

demanding Bitcoin payments in exchange 

for decryption keys. The attack primarily 

targeted systems that had not applied a 

Microsoft security patch released in March 

2017. The impact was severe, with several 

organizations, including the UK's National 

Health Service, suffering widespread 

disruptions. 

 

Problem Statement  

The Equifax data breach and the 

WannaCry ransomware attack highlight 

critical issues in the cybersecurity 

landscape: the exploitation of 

vulnerabilities in widely used software and 

the failure to apply timely security patches. 

Both incidents illustrate the persistent 

vulnerabilities in critical infrastructure, 

including financial services and healthcare, 

which are often targeted by 

cybercriminals. The problem lies in the 

inability of organizations to swiftly 

respond to emerging threats and the risks 

associated with inadequate patch 

management. 
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In the case of Equifax, the breach could 

have been prevented had the organization 

applied the security patch to the Apache 

Struts framework. Similarly, the 

WannaCry ransomware attack exploited 

the delay in applying a patch to Windows 

systems, underscoring the dangers of 

outdated software. These incidents also 

expose the lack of awareness and 

preparedness among organizations 

regarding the importance of maintaining 

up-to-date cybersecurity measures. The 

problem extends beyond specific 

organizations to the broader cybersecurity 

community, where systemic weaknesses in 

patching protocols and response 

mechanisms contribute to the widespread 

impact of such attacks. 

 

Limitations 

While this study focuses on the causes, 

impacts, and lessons learned from the 

Equifax data breach and WannaCry 

ransomware attack, several limitations 

should be considered. First, the study 

primarily relies on publicly available 

reports and data, which may not fully 

capture all details of the incidents. 

Additionally, the rapidly evolving nature 

of cybersecurity threats means that the 

insights drawn from these events may 

become outdated as new attack vectors 

emerge. Furthermore, the study does not 

cover the full range of global incidents 

related to these types of cyberattacks, 

limiting the generalizability of the 

findings. 

 

Challenges 

One of the primary challenges in analyzing 

these events is the complexity of 

identifying the root causes of such attacks. 

Cybersecurity incidents often involve 

multiple layers of vulnerabilities, including 

technical flaws, human error, and 

organizational weaknesses. In the case of 

Equifax, for example, the failure to patch 

the Apache Struts vulnerability was a 

technical oversight, but it was 

compounded by issues in risk management 

and internal communication. Similarly, the 

WannaCry attack exploited a vulnerability 

in the SMB protocol, but the scale of the 

damage was exacerbated by outdated 

systems and the lack of coordinated global 

response efforts. 

Another challenge is the rapid pace at 

which cyber threats evolve. New malware 

strains, phishing tactics, and social 

engineering techniques are constantly 

emerging, requiring organizations to stay 

ahead of attackers. In both cases, the 

affected organizations were not prepared 

for the scale of the attacks, which 

highlights the importance of continuous 

vigilance and adaptation in cybersecurity 

strategies. 

 

Methodology 

The methodology for this study integrates 

both qualitative and quantitative 

approaches to comprehensively examine 

the causes, impacts, and response 

strategies associated with the Equifax data 

breach and the WannaCry ransomware 

attack. By employing a mixed-methods 

framework, the research aims to provide a 

nuanced understanding of these 

cybersecurity incidents, their 
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ramifications, and the lessons learned. The 

methodology encompasses a detailed 

literature review, in-depth case study 

analysis, and statistical evaluation of the 

aftermath of the attacks. This section 

delineates the research design, data 

collection processes, data analysis 

techniques, and the utilization of data 

visualization tools to present the findings 

effectively. 

 

Figure 1: Flowchart for Methodology 

Research Design 

This study adopts a comparative case study 

design, focusing on two prominent 

cybersecurity incidents: the Equifax data 

breach and the WannaCry ransomware 

attack. The choice of these cases is driven 

by their significant impact on various 

stakeholders, the differing nature of the 

attacks, and the valuable insights they 

offer into organizational vulnerabilities 

and response mechanisms. The 

comparative approach allows for the 

identification of common patterns and 

unique factors that contributed to each 

incident, thereby enriching the analysis 

and facilitating the extraction of 

generalized lessons applicable to broader 

contexts. 

The research is structured around the 

Incident Response Lifecycle model, 

which comprises six phases: preparation, 

identification, containment, eradication, 

recovery, and lessons learned. This 

framework provides a systematic lens 

through which the incidents are examined, 

enabling a detailed assessment of each 

phase of the response process. By mapping 

the events of the Equifax breach and the 

WannaCry attack onto this lifecycle, the 

study evaluates the effectiveness of the 

response strategies employed and 

identifies areas for improvement. 

Data Collection 

Data for this study was meticulously 

gathered from a diverse array of sources to 

ensure a comprehensive and balanced 

analysis. The data collection process 

involved the following steps: 

1. Secondary Sources: A thorough 

review of academic journals, 
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industry reports, and white papers 

was conducted to gather existing 

research and theoretical 

perspectives on cybersecurity 

breaches. These sources provided 

foundational knowledge on the 

technical and organizational 

aspects of data breaches and 

ransomware attacks. 

2. Government Reports: Official 

documents from governmental 

bodies, such as the Federal Trade 

Commission (FTC) reports on the 

Equifax breach and statements 

from cybersecurity agencies 

regarding WannaCry, were 

analyzed to obtain authoritative 

information on the incidents and 

regulatory responses. 

3. Cybersecurity Blogs and Expert 

Analyses: Insights from reputable 

cybersecurity blogs and expert 

commentaries were incorporated to 

understand the technical intricacies 

of the attacks, the exploited 

vulnerabilities, and the broader 

implications for cybersecurity 

practices. 

4. Media Articles: Credible news 

outlets provided timely coverage of 

the breaches, including real-time 

developments, public reactions, 

and organizational responses. 

Media sources offered a contextual 

backdrop to the incidents, 

highlighting their societal and 

economic impacts. 

5. Legal Documents: Information 

from legal filings, including class-

action lawsuits and governmental 

investigations, was reviewed to 

comprehend the legal ramifications 

and accountability measures 

ensuing from the breaches. 

6. Technical Reports: Detailed 

technical analyses from 

cybersecurity firms and 

independent researchers were 

utilized to dissect the mechanisms 

of the attacks, the exploited 

vulnerabilities, and the forensic 

findings post-incident. 

7. Comparative Case Studies: Data 

on other significant cybersecurity 

incidents, notably the WannaCry 

ransomware attack, was collected 

to facilitate a comparative analysis 

with the Equifax breach. This 

comparative data was essential in 

identifying commonalities and 

distinctions in causes, impacts, and 

response strategies. 

Data Analysis 

The data analysis phase employed both 

qualitative and quantitative techniques to 

dissect the multifaceted dimensions of the 

Equifax breach and the WannaCry attack. 

The analysis was structured around two 

primary areas: the technical causes of the 

attacks and the organizational responses. 

Qualitative Analysis 

Thematic Analysis: A thematic analysis 

approach was utilized to identify and 

interpret patterns within the qualitative 

data. This involved coding textual 

information from reports, articles, and 

legal documents to extract key themes 

related to the causes of the breaches, the 

effectiveness of the response strategies, 
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and the broader implications for data 

security practices. Themes such as 

"organizational negligence," "technical 

vulnerabilities," "regulatory 

shortcomings," and "public trust erosion" 

emerged as focal points for analysis. 

Case Study Comparison: The 

comparative aspect of the study involved 

juxtaposing the Equifax breach with the 

WannaCry attack to discern similarities 

and differences in their execution, impact, 

and remediation efforts. This comparative 

analysis highlighted how different types of 

cyber threats (data breaches vs. 

ransomware) necessitate distinct response 

strategies and underscore varying 

organizational vulnerabilities. 

Quantitative Analysis 

Statistical Evaluation: Quantitative data 

was analyzed to measure the extent and 

impact of the breaches. For the Equifax 

breach, metrics such as the number of 

affected individuals (147 million), 

financial losses (over $4 billion), and the 

duration between the vulnerability 

discovery and patch implementation were 

quantified. For WannaCry, data points 

included the number of organizations 

affected globally, the sectors most 

impacted (healthcare, finance, 

government), and the estimated financial 

damages (billions in dollars). 

Impact Assessment: Statistical methods 

were employed to assess the economic and 

operational impacts of the breaches on the 

affected organizations and sectors. This 

included evaluating the costs associated 

with remediation efforts, legal liabilities, 

and the long-term financial repercussions 

resulting from reputational damage and 

loss of consumer trust. 

Distribution Analysis: To understand the 

sectoral impact of the WannaCry attack, a 

pie chart (Figure 2) was created, 

illustrating the distribution of affected 

sectors. This visualization highlighted the 

disproportionate impact on healthcare, 

finance, and government entities, 

underscoring the critical need for robust 

cybersecurity measures in these sectors. 
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Figure 2: Pie Chart for Data Analysis 

 

Discussion  

The Equifax and WannaCry incidents serve as important case studies for understanding the 

vulnerabilities in modern digital infrastructures. Both incidents emphasize the critical need 

for proactive security measures, including patch management, employee training, and 

collaboration with external security experts. 

Table: Comparative Analysis of Equifax and WannaCry Incidents 

Aspect Equifax Data Breach WannaCry Ransomware 

Attack 

Attack Vector Exploited unpatched vulnerability 

in Apache Struts 

Exploited unpatched 

vulnerability in SMBv1 

Affected Systems Consumer data systems at Equifax Windows computers globally 

Primary Impact Exposure of personal information Disruption of critical services, 

e.g., NHS 

Response Public disclosure, remediation, 

lawsuits 

Global patch release, some 

ransom payments 

Long-term 

Consequences 

Loss of consumer trust, regulatory 

fines 

Financial losses, data recovery 

costs 

The key lesson from both incidents is the importance of timely patching and the dangers of 

complacency in cybersecurity. Many organizations, particularly those with legacy systems, 

struggle with updating and maintaining security patches, which leaves them vulnerable to 

attacks. 

 

Advantages 

The analysis of the Equifax breach and 

WannaCry ransomware attack highlights 

several advantages for organizations 

looking to improve their cybersecurity 

practices: 

1. Enhanced Awareness: These 

incidents serve as a reminder of the 

importance of maintaining up-to-

date security protocols and 

software. 

2. Improved Incident Response: By 

learning from the mistakes of 

organizations like Equifax, 

companies can strengthen their 

incident response plans. 

3. Stronger Collaboration: 

Cybersecurity is a collective effort, 
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and these attacks demonstrate the 

need for collaboration across 

sectors and borders. 

 

Conclusion  

The Equifax data breach serves as a stark 

reminder of the vulnerabilities inherent in 

large-scale data management and the 

devastating impact of cybersecurity lapses. 

This research has illuminated the 

multifaceted causes of the breach, 

encompassing technical failures, 

organizational shortcomings, and 

regulatory gaps. The incident not only 

resulted in significant financial and 

reputational losses for Equifax but also 

prompted widespread changes in data 

protection practices and regulatory 

policies. Moving forward, organizations 

must prioritize comprehensive 

cybersecurity strategies, ensure timely 

updates and patches, and foster a culture of 

security awareness to safeguard sensitive 

information. Policymakers must also 

strengthen regulatory frameworks to hold 

organizations accountable and protect 

consumer data effectively. The lessons 

learned from the Equifax breach are 

invaluable in shaping resilient and secure 

data ecosystems, ultimately enhancing 

trust and stability in the digital economy. 
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